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TEPMUHBI U OIPEJAEJIEHUSA

be3onacnocmy nepconanvHblx 0aHHBIX - COCTOSIHUE 3aLUIIEHHOCTH NEPCOHAJIBHBIX JTaHHBIX,
XapaKTepu3yeMoe CIIOCOOHOCThIO TMOJIb30BaTeNel, TEXHUYECKUX CPEACTB M HH(POPMAIMOHHBIX
TEXHOJIOTUH 00eCTIeYlTh KOH(PUACHIHUAIBHOCTD, IIEIOCTHOCTh M JJOCTYIHOCTh MIEPCOHAIBHBIX JaHHBIX
pu Ux 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHAIBHBIX JaHHBIX.

Hocmyn 6 onepayuonnyto cpedy komnwviomepa (WHGOPMAIMOHHON CHCTEMBI MEPCOHATBHBIX
JaHHBIX) - TOJyYeHHUE BO3MOXKHOCTH 3aITyCKa Ha BBIMOJIHEHUE MTATHBIX KOMaH/, GyHKIUI, poueayp
OIEPALIMOHHON CHCTEMBI (YHUYTOXKEHUS, KOITMPOBAHUS, IEPEMEIICHUS U T.I1.), UCTIOJIHAEMBIX (hailioB
MPUKIIATHBIX TPOTPaMM.

Jocmyn K ungpopmayuu - BO3MOKHOCTb IOITYUEHHsI UH(POPMALIMU U €€ UCTIOIb30BAHMS.
WNnentudukanus - nprucBoeHue cyObeKkTaM U 00beKTaM JI0CTyIa uaeHTuHUKaTopa u (Uiu) CpaBHEHUE
MPEIBSIBIIIEMOTO HACHTU(PHUKATOPA C TIEPEYHEM ITPUCBOCHHBIX HICHTH()HUKATOPOB.

Hugpopmayuonnaa cucmema nepcoHanbHulX OAHHBIX — COBOKYIHOCTH COJAEpXKAIUXCS B
0a3ax JaHHBIX MEPCOHAJBHBIX JAHHBIX M OOECIEUMBAIOMIMX HX 00paboTKy HH(POPMAITMOHHBIX
TEXHOJIOTUI U TEXHHUYECKHUX CPEICTB.

Hcmounuk yzposvl 6e3onacnocmu ungpopmayuu - cyobekT 10CTyIa, MAaTEPUAIbHBIA 00BEKT
WK  (QU3MUECKOE SIBICHUE, SBIAIONMECS NPUYMHOM BO3HMKHOBEHHMs YIrpo3bl 0e30IacHOCTH
nH(pOpMaLIUH.

Konmponupyemas 30na - 3T0 IPOCTPAHCTBO, B KOTOPOM HCKIIIOYEHO HEKOHTPOJIMPYEMOE
npeObIBaHUE COTPYIHUKOB M TIOCETUTENICH OIepaTopa U MOCTOPOHHHUX TPAHCTIOPTHBIX, TEXHUIECKUX U
MHBIX MaTepUATBHBIX CPEJICTB.

Hecankyuonupoeannstit.  0ocmyn (HECAaHKIIMOHWPOBAHHBIE JICHCTBUSA) - JIOCTYyN K
uHboOpMalMd WM JEHCTBUS ¢ MHOpMaIuel, HapylIalolue MpaBuia pa3rpaHUYEHUs JOCTyma ¢
UCTIONB30BAaHUEM  INTATHBIX  CPEJACTB, TPEAOCTABISEMBIX  HMH()OPMAIIMOHHBIMH  CHCTEMaMHU
MEPCOHATBHBIX JTaHHBIX.

Oopabomka nepcoHanvHulX OaHHbIX - T000E JeicTBUE (Omepamusi) WIH COBOKYITHOCTH
neiicTBuil (omepanuii), COBepIIaeMBIX C HCIOJb30BAHUEM CpEACTB aBTOMATH3AIMM MM 0e3
WCTIONB30BaHUSI TaKUX CPEICTB C TEPCOHANBHBIMH JIaHHBIMH, BKIIO4Yass cOOp, 3amucCh,
cHUCTeMaTH3alliio, HAKOIUIEHWE, XpaHeHHe, yTOYHeHue (OOHOBJIEHHE, W3MEHEHHE), W3BIICUCHHUE,
UCIIOJIb30BaHUE, Iepenady (pacmpocTpaHeHHe, MpeAoCTaBlIeHHE, JIOCTYIl), OOe3Tu4YMBaHUE,
OJI0OKMpOBaHUE, YAAJICHUE, YHUUTOXKEHHUE IePCOHATbHBIX JTaHHBIX.

Onepamop - TOCYNapCTBEHHBIH OpraH, MYHHUIHMIIAIBHBIA OpraH, OPUIAAYECKOE WIH
¢u3nvecKoe JHI0, CaMOCTOSTENIFHO HJIM COBMECTHO C JPYTMMH JIMIIAMU OpraHM3yIoUMe | (W)
OCYIIECTBIISIONIME 00PabOTKY MEPCOHANBHBIX JaHHBIX, a TAKXE OMpEIeISIIoNe Iean 00paboTKH
NEPCOHATBHBIX JAaHHBIX, COCTaB IEPCOHANBHBIX JaHHBIX, MOJUIeKAIMX 00padoTKe, HEHCTBUS
(omepanuu), coBepiraeMple C IEPCOHATBHBIMY JIAHHBIMHU.

Ilepconanvnvie Oanuvle - n0Oas WHGOPMALMSA, OTHOCSIIASACA K TPSIMO HIM KOCBEHHO
oTpeIeICHHOMY, WJIH ompeensieMomy pusndeckoMy Juiy (CyOBbeKTy IEPCOHAIBHBIX IAHHBIX ).

Ilonv3oeamens unghopmayuonnoil cucmemsvl NEPCOHANLHBIX OAHHBIX - JINLO, YUACTBYIOIICE
B (DYHKUMOHMPOBAaHUM HH(POPMAIIMOHHON CHCTEMbI IMEPCOHANBHBIX JAaHHBIX WM HCIOJb3YIOIee
pe3ynbTaThl €¢ PYHKINOHUPOBAHMUS.

Ilpasuna paszepanuuenus oOocmyna - COBOKYIHOCTh TMPaBWJ, PETJIaMEHTHPYIOIIMX IpaBa
J0CTyTa CyObEeKTOB JOCTYIA K 00bEKTaM JOCTYTIA.

Pecypc uHbOpManMOHHONW CHCTEMBl - HWMEHOBAaHHBIA JJIEMEHT CHCTEMHOIO, MPUKIAJAHOTO WIH
ammapaTHOro odecnedeHus (PyHKIIMOHUPOBAHUS WHPOPMAIIMOHHON CUCTEMBI.

Cpeocmea evluuUCIUMENbHON MEXHUKU - COBOKYIHOCTh MPOTPAaMMHBIX U TEXHHYECKHX
3JIEMEHTOB CHCTEM OOpaOOTKM IaHHBIX, CIIOCOOHBIX (DYHKIIMOHHMPOBATH CAMOCTOATENBHO WM B
COCTaBe JPYTUX CHCTEM.

Cyovekm oocmyna (cydvekm) - U0 WIU TPOLECC, NEUCTBUS KOTOPOTO PEriiaMEHTHPYOTCS
MpaBUJIaMU Pa3rpaHUYCHUS JOCTYTA.

Texnuueckue cpedcmea UHPOPMAUUOHHOI cucmeMbl NEPCOHANLHBIX OAHHBIX - CPEIICTBA
BBIUMCIUTENFHOM TEXHUKH, HH()OPMAIMOHHO-BHIYMCIUTENbHbIE KOMIUIEKCHI U CETHU, CPEACTBa H
CHCTEMBI NIepeiayuu, MprueMa U 00paboTKH MePCOHANBHBIX TaHHBIX (CPEACTBA U CHCTEMBI 3BYKO3AIHCH,



3BYKOYCHJIEHUS], 3BYKOBOCIIPOM3BEEHUs, MEPErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CpEICTBa
M3TOTOBIICHUSI, THPAKUPOBAHHS JOKYMEHTOB M JPyTrUe TEXHUYECKHE CpeAcTBa 0O0pabOTKH pedyeBoi,
rpaguveckor, BHIEO - W OYKBEHHO-IM(POBOW uH(OpMAIMK), MPOTPaMMHBIE CpEJCTBA
(omepanOHHBIE CHUCTEMBI, CHUCTEMbI YIpaBieHHs O0a3aMM [aHHBIX W T.I.), CPEACTBA 3allUTHI
nHpopmanuu.

Yeposwt 6Gezonacnocmu nepconanvhbix OanmbIX - COBOKYIHOCTH YCIOBHHA U (DaKTOPOB,
CO3JIaI0IINX OMACHOCTh HECAaHKIIMOHMPOBAHHOT'O, B TOM YHCJIE CIIy4aifHOT0, 10CTyMNa K NEPCOHATBHBIM
TaHHBIM, PE3YyJbTaTOM KOTOPOTO MOXXET CTaTh YHHUYTOXXCHHE, H3MEHEHHE, OJIOKHPOBaHHE,
KOIMPOBAaHUE, PACHpPOCTPAHEHUE MEPCOHANbHBIX JAHHBIX, a TAaK)KE€ HMHBIX HECAHKLIMOHUPOBAHHBIX
AecTBUH P UX 00paboTKe B MH(POPMAIIMOHHON CUCTEME NIEPCOHATBHBIX TaHHBIX.

Yazeumocmo HCII/[n - BenoctaTok win ci1aboe MECTO B CHCTEMHOM WIHM IPHKIATHOM
MPOTPaAaMMHOM  (TIPOTPaMMHO-AIIAPaTHOM) OOECIICYeHHH aBTOMATH3UPOBAHHON HH()OPMAITMOHHON
CHCTEMBI, KOTOPOE MOKET OBITh MCIIOJIB30BaHO JJIs peain3aluu yrposbl 6ezonacHocty [1/1H.

Llenocmnocmo ungpopmayuu - coctosHue nHGOPMALUU, IPU KOTOPOM OTCYTCTBYET JH000€E €€
M3MEHEHHE MO0 U3MEHEHHE OCYILECTBIIAETCS TOJBKO MPEIHAMEPEHHO CyOBEeKTaMHU, UMEIOIUMHU Ha
HEro Ipaso.

NEPEYEHb COKPAIIIEHUM

ABIIO - aHTHBHpPYCHOI IPOrpaMMHOE 0OecrieueHue

APM - aBTrOoMaTH3MpOBaHHOE paboyee MecTo

NCIIH - napopMaliMoHHAs CUCTEMA NEPCOHATBHBIX JTaHHBIX
JIBC - nokanpHasi BEIYUCIUTEIbHAS CETh

HC/] - HecaHKIIMOHUPOBAHHBINA JOCTYII

OC - onepanoHHas cucTeMa

I1/11 - nepcoHanbHBIE JaHHBIE

I1O - nmporpammHoe obecrieueHne

C3MU - cpenctBa 3amiuThl THPOPMALIUU

C3I1H - cuctema (oacucTeMa) 3alIUThl IEPCOHAIBHBIX JaHHBIX
TKVY U - rexHu4yeckue KaHaibl yTeUYKd HHPOpMaIuu

VYBII/IH - yrpo3sl 6€30macHOCTH MTEPCOHATBHBIX JTAHHBIX



BBEJAEHUE

Hactosimmas [lonutuka uHpoOpmanmonnoit 6e3omacHoct (manee Ilomutuka) MBY OO 10
«JILLIA Ne 13» (manee Omeparop) pa3paboTaHa B COOTBETCTBUH C IEISAMH, 3a/ladaMi U TIPUHIIMIIAMHA
obecrieueHnst OE30MTaCHOCTH MEPCOHATBHBIX JTaHHBIX.

[TonuTtuka pazpaboTaHa B COOTBETCTBUU C TPEOOBAHUSIMU HOPMATUBHBIX JOKYMEHTOB:
- Konctutynuuu Poccuiickoii @enepanuu;
- ®enepanpHoro 3akoHa ot 19.12.2005-d3 «O parudukanun Konsenmmuu Cosera EBpomsl o 3ammre
(bu3MYECKUX JIUI] TIPYU aBTOMATU3UPOBAHHON 00pabOTKE MEPCOHANBHBIX TAHHBIX);
- @®enepanpHoro 3akoHa oT 27.07.2006 149-d3 (pexa. ot 29 nexabdbpst 2025 roma) «O6 undopmanuu,
MH(GOPMALIMOHHBIX TEXHOJIOTHUSAX U 3aluTe HHDOpMAaIm»
- ®enepanpuoro 3akoHa oT 27 uronst 2006 r. Ne 152-D3 (pen. Ot 24.06.2025 1.) «O mepcoHaIbHBIX
TaHHBIX);
- IlocranoBnenusi IlpaBurenbctBa Poccuiickoit ®enepamuun ot 15.09.2008 Ne 687 O9pen. Ot
18.01.2025 rtom) «OO6 ytBepxknennn [lonokeHus 00 OCOOEHHOCTSX OOPAOOTKM MEPCOHATBHBIX
JaHHBIX, OCYIIECTBISIEMON 0€3 HCIIOIb30BAHUS CPEICTB ABTOMATH3AIUI;
- Meronuueckue pekOMEHJAIMK M0 00ecneYeHnI0 0e30MacHOCTU MEPCOHAIBHBIX IaHHBIX MPU HX
00paboTke B MH(POPMAIMOHHBIX CHUCTEMaX NEePCOHAIBHBIX AaHHBIX (yTBepkiaeHsl ®CB Poccuu u
OCTOIK Poccun 21 depans 2008 r. N 149/54-144)
- B [lonutuke onpenenensl TpedboBanus k nepconany MCII/IH, cTerneHb OTBETCTBEHHOCTH MEpPCOHAa,
CTpYKTypa U HEOOXOAUMBIA YypOBEHb 3alIMIIEHHOCTH, CTaTyC U JIOJDKHOCTHBIE OOsI3aHHOCTU
COTPYJIHHUKOB, OTBETCTBEHHBIX 3a oOecneueHune Oe30macHOCTH NepcoHalbHbIX MaHHBIX B UCIIH
MBY OO JJO « AN Ne 13%».

1. O01mue moo:KeHus

Henpto nHactosmieit [lonmutuku siBnsieTcss oOecriedeHre O€30MacHOCTH OOBEKTOB 3aIUTHI
Omneparopa OT BCEX BHAOB YIpO3, BHEIIHUX U BHYTPEHHHUX, YMBIIUICHHBIX HENPEAHAMEPEHHBIX,
MUHHMMH3aLUs yiiepba oT Bo3MoxkHOH peannzanuu Y BIT/IH.

Mepsl 1o o0ecrnedeHn0 0e30MacHOCTH MEPCOHANBHBIX AaHHBIX MPUHUMAIOTCS JUISL 3alUThI
MEPCOHANBHBIX JAHHBIX OT HENPABOMEPHOIO MJM CIy4YyalHOro JOCTyNa K HHUM, YHUYTOXEHMS,
U3MEHEHHUs, OJOKUPOBAHUS, KOMHUPOBAHHUSA, TMPEAOCTABICHUS, PACIPOCTPAHEHUS MEPCOHANBHBIX
JaHHBIX, @ TAKXKE OT UHBIX HEITPAaBOMEPHBIX I€UCTBUN B OTHOIIECHNUU NIEPCOHAIBHBIX JaHHbBIX.

Wndopmanus u cBi3aHHBIE C HEH PECypChl JOJDKHBI ObITh JTOCTYMHBI JUIsl aBTOPU30BaHHBIX
nmosib30oBaTesei. JIoKHO OCYIECTBISATHLCS CBOCBPEMEHHOE OOHApyKeHne U pearupoBanue Ha Y BIT/]H.
JIOMOKHO OCYIIECTBIATHCS NPEJOTBPAIICHUE IPEIHAMEPEHHBIX WIIM CIyYalHBIX, YaCTUYHBIX WIIU
MOJIHBIX HECAHKIIMOHUPOBAHHBIX MOAU(DHUKAINI UITH YHUUTOXKEHHS TAHHBIX.

2. O0JacTh aeilicTBUA

TpeboBanus Hacrosiel [ToTUTHKN pacTipoCTPaHSIIOTCS HAa BCEX COTPYMHUKOB Oreparopa (IITATHBIX,
BPEMEHHBIX, paOOTAIONINX MO0 KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUUX JUI] (MMOAPSTINKH, AYTUTOPHI U
T.IL.).

3. Cucrema 3a1IMThI NEPCOHAIBHBIX TaHHBIX

Cucrema 3auuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs HA OCHOBaHUM:
- IEPEYHs [IEPCOHANIbHBIX JAHHBIX;

- YACTHOM MOJIENIM aKTyaJIbHbIX YI'PO3 M BEPOSTHOIO HAPYILIHUTEIIS;

- TIOJIOKEHUS O pa3rpaHUUEHUN PaB JOCTYIA K IEPCOHATIbHBIM JAHHBIM;

- HopMaTuBHBIX T0KyMeHTOB PCTIOK u ®Ch Poccun.



Ha ocHOBaHMHM 3TUX JOKYMEHTOB OIpenesseTcs He0OX0 UMbl ypoBeHb 3auuieHHocT! [1/]H
kaxnoit HCII[Im Omeparopa. Ha ocHOBaHMM aHaim3a akTyaJbHBIX yrpo3 OesomacHoctu I[1J[H
ONHMCAaHHOTO B YaCcTHOW MOJENH aKTyaJIbHBIX YTPO3 U BEPOSITHOIO HAPYLIUTENS, IE€TIACTCS 3aKII0UCHHE
0 HEOOXOJIMMOCTH HCIIOJIb30BaHUS TEXHUYECKUX CPEACTB M OPraHM3aL[MOHHBIX MEPONPHUSTHHA IS
obecnieuenus Oe3omnacHoctH [1/IH. BriOpanHble He0OXOAMMBIE MEpONpPUATHS OTpaxkatorcs B Ilmane
MEPOIPUATHH 110 BHYTPEHHEMY KOHTPOJIIO 3a COOJII0/IeHHEM 0€30MacCHOCTH MEPCOHAIBHBIX JaHHbBIX.
OpraHu3alOHHbIE MEPONPUATHS AODKHBI BKIIOYATh:

- IPaBOBOE OCHOBaHME JJIs1 cOOpa MePCOHAIBHBIX JaHHbIX;

- ONpe/ieJICHHE OTBETCTBEHHBIX JIUI] 32 COOIIOIEHUEM Mep OE€30M1aCHOCTH;

- 3aIUTY MEePCOHAIBHBIX TAaHHBIX, 00padaThiBaeMbIX 0€3 CPe/ICTB AaBTOMATU3ALIUY;

- 3aILUTY NEPCOHAIBHBIX JAHHBIX, 00pa0aThIBAE€MbIX C IPUMEHEHUEM CPEJICTB ABTOMATU3ALINY;
- 3alIUTY 0OBEKTOB OT XUIICHUS;

- 3aILIUTY ChEMHBIX HAKOIMTEIEH, CONEp KAIIUX IEPCOHAIBHBIE TAHHBIC,

- BOIIPOCHI YHUUTOKEHUS IEPCOHAIBHBIX JaHHBIX.

B 3aBucumoctu ot ypoBHs 3amunieHHoctd MCII[H u aktyansHbIX yrpos, C3IIJIH moxer

BKJIIOUYATh CIIEAYIOIINAE TEXHUYECKUE CPEACTBA:

- 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO J10CTyIa K IEPCOHAIBHBIM JIaHHBIM;

- QaHTUBUPYCHOM 3aIIUTHI JUI1 paOOYUX CTAHIUH MOJIB30BaTENeH U CEpBEPOB;

- MEKCETEBOr0 SKpPaHUPOBAHUS;

- 0OHapy>XEeHUsI BTOP>KEHHIA;

- KOHTPOJIS 3alIMIIEHHOCTH IEPCOHANIBHBIX JAHHBIX;

- Kpunrorpadguyeckor 3amuTel HHGOPMAINH, TIPU TIEpeade 3aluiaeMoil HHpopMay Mo KaHajiam
CBSI3H;

- 3aIUTHI CPe/Ibl BUPTyaJIU3allH;

- 3auThl OT yreuku o TKYH.

4. TpeooBanus k noacucremam C3I1In

C3I1/TH MOXeT BKJIIOUaTh B ce0sl CIeIyIOIIUe TOICUCTEMBI:
- UnenTndukannu u ayTeHTUPHUKAUN CYOBEKTOB JIOCTyIa U 0OBEKTOB JOCTYMA.
[Toncucrema obecrieunBaeT MPUCBOCHHE CyOBEKTaM M OOBEKTaM JOCTYyNa YHHKAJIBHOTO MpPU3HAKa
(npeHTH(UKATOPA), CPAaBHEHHUE TIPEIBIBISIEMOTO CYOBEKTOM (00BEKTOM) JOCTYyNa UASHTH(HKATOpA C
MEpEeYHEeM TPHCBOCHHBIX HICHTH()HUKATOPOB, a TaKKe TMPOBEPKY NPUHAIICIKHOCTH CYOBEKTY
(00BeKTy) AOCTYyIA MPeIbsBIEHHOI0 UM HICHTU(UKAaTOpa (TOATBEPHKICHUE MOJTMHHOCTH).
- YmpaBneHus JOCTYIIOM CYOBEKTOB JocTynma K oObekTam noctyma. [loacucrema obecnedmBaet
yIpaBjiIeHUE TpaBaMU M TPUBWIETHSIMHU CyOBEKTOB JOCTYIA, Pa3rpaHUYEHHUE JOCTyNa CyOBEKTOB
J0CTyna K 00bEKTaM JI0CTyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBIICHHBIX B MH(OPMALIMOHHON CUCTEME
MPaBUJI pa3rpaHUUEHUsI JOCTYTIA, a TAK)Ke 00ECTIeYuBaeT KOHTPOJIb 32 COOIIOIEHUEM ITHX TPaBUII,
- Orpannyenus nporpaMMHoii cpezsl. [loncucrema obecrneunBaeT yCTaHOBKY U (HIIM) 3aIyCK TOJIBKO
Pa3pelIeHHOT0 K HKCIOJIb30BAHUIO B MH(MOPMAIIMOHHOM CHUCTEME MPOTrPaMMHOI0 OOecreueHus: Wiu
UCKJII0YaTh BO3MOXKHOCTb YCTAHOBKM M (WJIM) 3alyCKa 3alpelIeHHOr0 K HCIOJb30BAHUIO B
nH(GOPMaLIMOHHON CUCTEME MPOTrPAMMHOT0 00eCIIeYeHN S,
- Peructpauun coGwituii 0e3omacHoctu. Iloacuctema obGecrneunBaer cOOp, 3aluch, XpaHEHHE U
3alIUTy UH(GOPMAIMK O COOBITUAX 0E30MacHOCTH B MH(POPMAIIMOHHOI cUCTEME, a TaKKe BO3MOKHOCTh
MIPOCMOTpA U aHalu3a HH(POPMALIUU O TAKUX COOBITUSX U pearupoBaHUe Ha HUX.
- AnTtuBHpycHOU 3anmmThl. [logcucrema obecreunBaeT oOHapy)eHHE B MH(POPMALMOHHOW CHCTEME
KOMIIBIOTEPHBIX TMporpamMM JHOO0 HMHOW KOMIBIOTEpHOW HH(OpMAINK, TMpeJHa3HAYCHHON JIs
HECAHKIIMOHUPOBAHHOTO YHHUYTOXEHHUS, OJIOKMPOBAHUS, MOAM(PHUKAIINN, KOTTMPOBAHHS KOMITBIOTEPHOM
MHPOpPMALMK WM HEUTpanu3aluu CpeACTB 3allMThl MH()OpPMaluM, a TakKe pearupoBaHHE Ha
oOHapy»XeHHe 3TUX NMPOrpamMM U UH(OpMaIUH.



- O6Hapy>xeHus (peaoTBpanicHus) BropykeHuit. [logcuctema obecrieunBaeT 0OHapy)KEHUE ACHCTBUI
B MH(OPMAIIMOHHON CHUCTEME, HAIpPaBICHHBIX Ha HECAHKIIMOHMPOBAHHBIA TOCTYN K WH(pOpPMAIHH,
CHelMalbHbIe BO3ACHCTBUA Ha MHPOPMAIIMOHHYIO CHUCTeMY W (WJIM) TEpCOHATIbHBIE JaHHBIE B IENIX
I[O6I)IBaHI/15[, YHUYTOXKCHHA, HCKAKCHHUA U 6J'IOKI/Ip0BaHI/I$[ A0CTyIa K NICPCOHAJIbHBIM JTaHHBIM, a TaK¥XKC
pearupoBaHue Ha 3TH JCHCTBUSL.

- KoHTpouns (aHanm3a) 3aniuimeHHOCTH TIepCOHANBHBIX JaHHbIX. [lofacucrema obecriedrBaeT KOHTPOIh
YPOBHA 3alIUIICHHOCTU INCPCOHAJIBHBIX OAaHHBIX, 06pa6aTBIBa€MBIX B HH(I)OpMaHHOHHOﬁ CHUCTEMC,
MyTEM MPOBEACHUS CUCTEMAaTUYCCKUX MEPONPUATHI 10 aHAIN3Y 3alIMIICHHOCTH MH(OPMAIIMOHHON
CUCTEMBI M TECTUPOBAHUIO PaOOTOCIIOCOOHOCTH CUCTEMBI 3alTUTHI TICPCOHATBHBIX JTaHHBIX.

- ObecnieueHusi ETOCTHOCTH MH(POPMAIMIOHHOW CHUCTEMBI M TEPCOHAIBHBIX NaHHBIX. [loacucrema
oOecrieunBaeT  oOHapykeHHe  (aKTOB  HECAHKIIMOHUPOBAHHOTO  HAPYIIEHHUS  IEJTOCTHOCTH
MH(POPMALIMOHHON CUCTEMBI M COJIEPKAIIUXCA B HEll MEepCOHANBHBIX JAHHBIX, a TAKKe BO3MOXKHOCTH
BOCCTaHOBJICHHS HH(POPMAIIMOHHON CUCTEMBI U COJIEPIKAIIUXCS B HEH MEPCOHAIBHBIX JIAHHBIX.

- ObGecrieueHUsT TOCTYITHOCTH MEPCOHATIBHBIX HaHHBIX. [lomcucTemMa obecrieunBaeT aBTOPU30BAHHBIN
JOCTYH TOJb30BaTeNIel, UMEIOIINX MpaBa Mo JIOCTYIYy, K MEPCOHAIBHBIM JaHHBIM, COACPKAIIUMCS B
WHPOPMAIIMOHHON CUCTEME, B INTATHOM PEKUME (PYHKITMOHUPOBAHHS WHPOPMAIIMOHHOMN CUCTEMBI.

- 3aIJ_[I/ITBI CpCabl BUPTYyAJIU3ALUUA. HOI[CI/ICTeMa HUCKJIKOYacT HecaHKI_[I/IOHI/IPOBaHHBIf/i AOCTYII K
MEPCOHANTBHBIM JaHHBIM, 00pabaThIBa€MbIM B BUPTYaJbHOW HH(PPACTPYKType, U K KOMIIOHEHTaM
BUPTYaJIbHOU MHPPACTPYKTYphl U (WIK) BO3ACHCTBUE HA HUX, B TOM YUCJIE K CPEICTBAM YNpPaBICHUS
BUPTyaJbHON MHPPACTPYKTYPOH, MOHUTOPY BUPTYaJIbHBIX MALINH (THIIEPBU30pPY), CUCTEME XpaHEHHUS
JTAHHBIX (BKJIIOYas CUCTEMY XpaHEHHUs 00pa3oB BUPTYyadbHOU WH(PACTPYKTYpHI), CETH TNEpenadu
JaHHBIX dYepe3 dJIEMEHTHl BHUPTYaJbHOH WIM  (U3NYECKOH HUHQPPACTPYKTYpHI, TOCTEBBIM
OICPAIMOHHBIM CHUCTEMaM, BUPTYaJbHBIM MalllMHAM (KOHTCHHEpaMm), CUCTEME M CETH PEILTUKAIINH,
TEPMHUHAJIBHBIM W BHUPTYAJIbHBIM YCTPOI\/'ICTBaM, a TakKXC CHCTEME PE3CPBHOIO0 KOIHMPOBAHUA U
CO3/IaBaEMbIM €10 KOIHSIM.

- 3ammThl TEXHUYECKHX CpenacTB. [lojcucTemMa WCKIIOYAeT HECAHKIMOHUPOBAHHBIA JOCTYN K
CTallMOHAPHBIM TCXHUYCCKUM CpCACTBAM, O6pa6aTI)IBaIOHII/IM NEPCOHATIBHBIC NOAaHHBIC, CPCACTBAM,
oOecrieuynBaroUM (YHKIIMOHUPOBAHUE MH(POPMAIIMOHHON CHCTEMBI (Jlajiee - CpelicTBa 0OeCIeUeHUs
(GYHKIMOHUPOBAHUS), U B IMOMEIICHHS, B KOTOPHIX OHM IOCTOSIHHO PAacCIOJIOXKEHBI, 00eCrednBaeT
3alUTy TEXHUYECKUX CPEACTB OT BHEIIHUX BO3JEHCTBUH, a TaKXKe 3alIUTy MEPCOHATBHBIX TAaHHBIX,
NIPE/ICTABJICHHBIX B BUJIC MHPOPMATUBHBIX AJICKTPUUECKUX CUTHAJIIOB U (PH3HUECKUX TTOJICH.

- 3anmuThl UHPOPMAIIMOHHON CHCTEMBI, €€ CPEACTB, CUCTEM CBSI3M U NepeAauu naHHbIX. [loacuctema
o0ecrevynBaeT 3allUTy MePCOHANBHBIX JAHHBIX MPU B3aUMOJECHCTBUU HHPOPMAITMOHHON CHCTEMBI HIIN
€€ OTACJIBHBIX CEI'MCHTOB C HWHBIMHU I/IH(l)OpMaHI/IOHHBIMI/I CUCTCMaMU U I/IH(i)OpMaHI/IOHHO-
TCIICKOMMYHUKAITUOHHBIMU CETAMU TMOCPECACTBOM IPUMCHCHUA APXUTCKTYPLL HH(I)OpMaHHOHHOﬁ
CHCTEMBbI U TPOCKTHBIX PEIICHHIA, HANpaBJICHHBIX Ha OOecreueHue Oe30MacHOCTH IMEePCOHAIBHBIX
JTaHHBIX.

- BpIsABIeHMS HMHUMACHTOB M pearupoBaHuio Ha HuX. I[loacucrema obecneunBaeT oOHapyKEHHE,
UACHTU(DUKAINIO, aHAIM3 WHIMICHTOB B WH(POPMAIIMOHHON CHUCTEME, a TaKXKe MPUHATHE Mep IO
YCTPaHEHUIO U IIPERYIPEKICHUIO HHITUIECHTOB.

- Ympasnenust kKoHpurypanueii mHOOPMAIIMOHHOW CUCTEMbl M CHUCTEMOW 3allUThl TEPCOHAIBHBIX
nanubix. [logcucrema oOecrieuMBaeT ymnpaBlieHHE W3MEHEHUSMU KOH(UTypanuu HHGOPMAIIMOHHON
CUCTEMBl W CHCTEMBI 3alIUThl TEPCOHAIBHBIX JaHHBIX, AHAJIU3 MOTEHIUAIBHOTO BO3JECHCTBUS
IUTAHUPYEMBIX HW3MEHEHHWd Ha oOecrieueHne Oe30MacHOCTH TIEPCOHANBHBIX JIaHHBIX, a TaKKe
AOKYMCHTHUPOBAHUC 3TUX U3MCHEHHUH.

5. Hoan3oBaTenu UCIIAn

B UCII[IH Oneparopa MOKHO BBIIAEJINTH CIEAYIOLIUE IPYIIBI 0JIb30BaTENEH, yUaCTBYIOIINX
B 00paboTke u xpanenuu [1J[H:
- agmuHUCTpaTopsl 6ezonacHoctu MCII/IH;



- monws3oBarenu UCII/IH;
- CUCTEMHBIE aIMUHUCTPATOPBHI.
JlaHHBIe O TpyHmax MOJb30BATENSIX, YPOBHE WX AOCTYNAa W HMH(OPMHUPOBAHHOCTU JIOJKEH OBITh
oTpaxkeH B [loyo’keHnn 0 pa3rpaHUYeHUH NpaB AOCTYIA K IEPCOHATIBHBIM JaHHbBIM.

Anmunuctpatopsl 6e3onacnoctu UCIT/IH:
AIMUHHUCTPATOPOM O€30MAaCHOCTH SBIISIETCSl INTATHBIM COTpyAHHK OrmepaTropa, OTBETCTBEHHBIM 3a
¢dynakmonuposanne C3I1/1H, Ha3HAYAETCS MPUKA30M JTUPEKTOPA.

AnmuHHCTpaTOp 6€30MacHOCTH 00J1a/1aeT CICAYIOIIUM YPOBHEM JIOCTYIIA M 3HAHUI:
- obnamaer npaBamu anmuaECcTparopa MCIIdH;
- obnanaet nonHou uHGopmanueit 06 UCIIIH;
- UMEeT JIOCTyN K CpelIcTBaM 3allUThl MH(OpPMAlMM U MPOTOKOJIUPOBAHMS M K YACTH KIIFOUEBBIX
sanementoB UCTI/IH;
- HE UMeeT MpaB JO0CTyna K KOH(DUTYpUPOBAHUIO TEXHUYECKUX CPEJCTB CETH 3a HCKIIOYEHHEM
KOHTPOJIbHBIX (MHCIIEKIIUOHHBIX).

AaMuHHCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:
- peanu30BBIBAaTh MOJUTUKY Oe3omacHocTH B yacTu HacTpoiiku CK3U, mexceTeBbIX 3KpaHOB U CUCTEM
OoOHapy>KeHHsI aTak, B COOTBETCTBHH C KOTOPBIMH IOJIb30BATEIb MOIY4YaeT BO3MOXKHOCTh paboTaTth C
snemenTamu UCII/IH;
- OCYILLECTBIISITh ayAUT CPEJICTB 3ALUTHI;
- YCTaHaBJIMBAaTh JOBEPUTEJIbHBIE OTHOLIEHUS CBOEH 3AIMILEHHOW CETH C APYIMMH 3aIlMIIECHHBIMU
CETSIMH.

Tlons3oBatens MUCIT/Iu
[Tonws3oBarenem MCII/IH siBnsercs mTaTtHeld coTpyaHuk Omneparopa, OCyLIECTBISAIOMUNA 00paboTKy
I11a. O6pabotka I[1/[n BkItouaeT: Bo3MOxkHOCTH mpocmotpa [IJIH, pyunoit BBox IIJIH B cuctemy
NCIIH, dopMupoBaHre CIIPAaBOK U OTYETOB 1O MHpopmanuu, nomydeHHoi uz UCII. [lons3oBaTens
HE UMEET MOJTHOMOYHH /I yIpaBieHUs nojcucreMamMu o0padoTku nanubix u C3I1/1H.
[Tonp3oBarens UCII/In o6amaet caeayomuM YpOBHEM TOCTyIA U 3HAHUINA:
- obnmagaeT BceMU HEOOXOAMMBIMHU aTpuOyTamMu (HampuMep, maposieM), 00eCeurnBaOIUMU TOCTYII K
HEKOTOpOMY noaMHOkecTBY I1/1H;
- pacriosiaraet KOH(pUIEHIIMANbHBIMU JaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

CucTemMHbIe aIMUHUCTPATOPBI:
CuCTeMHBIM aJMHHHCTPATOPOM MOXET OBITh ITATHBIA COTpyAHUK OmnepaTopa WM JUIa CTOPOHHUX
OpraHu3aluii, OCYIIECTBISAIONIMX CBOM (YHKIMM Ha OCHOBAaHMU JBYXCTOPOHHEIO JIOTOBOpA.
CucTteMHBI aIMUHUCTPATOp HE HMEET MOJHOMOYMU JUIsl yNpaBieHHs] MOACUCTEMaMHU 0OpabOTKH
MAHHBIX U 0€30IIaCHOCTH.
CucTeMHBIN aAMUHUCTPATOP 00JIaaeT CASAYIOUMM YPOBHEM JOCTYTA U 3HAHUM:
- 00naaeT yacTpio HHGOPMAIIMK O CUCTEMHOM U MPHUKJIATHOM nporpaMMHoM obecrieuernnn UCIT/H;
- 00naaeT yacThio HHGOPMAIIMK O TEXHUUECKUX cpeacTBax v koHpurypamuu UCI1/H;
- uMeeT (PU3MYECKH JOCTYNl K TEXHHYECKHM CpelIcTBaM o0paboTKu WH(OpMAlUd W CpeacTBaM
3aILUTHI;
- 3HAET, no MEHbIIEN Mmepe, OJIHO JIerajibHOe M JOCTYyTIA.

6. TpeOoBaHMsI K IepcoHALY 1O obecnedeHUIO 3ammThI [1/1H

Bcee corpynnuku Oneparopa, seisronmecs nojb3oBareiasmu MCITIH, 10mKHBI 4€TKO 3HATh U
CTPOI'0 BBIIOJIHATHL YCTAHOBJICHHBIC IIpaBUJIa U O6$I3aHHOCTI/I o JOCTYITY K 3aluIIiacMbIM O6L€KTaM u
COOJIIOICHUIO IPUHSATOTO pexkuma 6e3omacHoctu [1/1H.

[Ipu BCcTyIuIeHMH B JOJKHOCTH HOBOT'O COTPYIHMKA HEIIOCPEACTBEHHBIM HAYAJIBHUK IOpa3IeIcHus, B
KOTOpPO€ OH TOCTyMaeT, 00s3aH OPraHW30BaTh €r0 O3HAKOMJIEHHE C JOJDKHOCTHOM HHCTPYKIMEH U
HEOOXOJIMMBIMHM JIOKYMEHTaMHM, perjaMeHTUpYomuMu TpeOoBanuss mno 3amure [1/IH, a Ttaxke



oOydyeHHE HaBbIKaM  BBIIOJIHEHUS MOPOLEAYpP, HEOOXOAWMBIX Ui  CAaHKIMOHUPOBAHHOTO
ucnons3zoBanus UCIIH.

CoTpyIHUK J0JDKEH OBITh O3HAKOMIIEH CO CBeJCHMAMHU Hacrosmeidl IlonuTHKYM, MPUHATHIX

npouenyp pabotsl ¢ anementamu UCII/Ix u C3I11H.
Corpynuuku OmnepaTopa, HUCHOJNB3YIOUIME TEXHUUECKUE CPEJCTBA AayTCHTU(HUKAIMM, JIOJKHBI
o0ecrneynBaTh COXPAaHHOCTh UIACHTU(PHUKATOPOB (3JIEKTPOHHBIX Kitouel) u He aomyckate HCJ k HuM,
a TaKK€ BO3MOXKHOCTb HMX YTEpPH WJIM HCIIOJb30BaHUS TpeTbuMHU nunamu. Ilonb3oBarenn HecyT
MEPCOHATBHYIO0 OTBETCTBEHHOCTh 32 COXPAHHOCTh UEHTHU(PUKATOPOB.

Cotpyanuku OrmepaTopa JOJKHBI CIIE€IOBaTh YCTAaHOBJIEHHBIM MpOLEAypaM MOJAepKaHUSI
pexkuma OeszomacHoctu IIJ[H mpu BbIOOpEe M HMCNOJIB30BAaHMM Mapoyiell (€CiaM HE HCIOIb3YHTCS
TEXHUYECKHUE CPEJICTBA ayTCHTH(UKAIIHH ).

Cotpynuuku OmnepaTopa JODKHBL O0ecredrBaTh HaJUIeKAIlyl0 3alIMTy 000pYyI0BaHUS,
OCTaBIsIEMOro 0e3 MPHCMOTPa, OCOOCHHO B TEX CIydyasx, KOrJla B IOMEIIEHHE HUMEIOT IOCTYII
MMOCTOpOHHHUE JMia. Bce monb3oBaTenw AOMKHBI 3HATH TpeboBaHus mo Oe3omacHoctu [I[JH u
IpoIeyphl 3alIUThl 000PYJOBaHUS, OCTABJICHHOI0 0e3 MPUCMOTpa, a TAKXKe CBOU OOS3aHHOCTH IO
00ecCIevYeHnI0 TaKO! 3alUThI.

CoTpyaHHKaM 3amlperiaeTcsi YCTaHABIUBATh IIOCTOPOHHEE MPOTPaMMHOE OOECIeUYCHHE,
MOJKJII0YATh JIMYHbIE MOOMIIbHBIE YCTPONUCTBA M HOCUTEIH MH(OPMAIINH, a TAKXKe 3aIMChIBAaTh Ha HUX
3alUIIaeMy0 HHPOPMAIIHIO.

CoTpyaHHKaM 3ampemiaeTcs pasrianiath 3allMdIaeMylo HHGOpMAIHIo, KOTOpas cTaja UM
M3BECTHA IpH padoTe ¢ nHGopMaMOHHBIMU cucTeMamu OnepaTopa, TPETbUM JIUIAM.

I[Ipu padore c¢ I[Idn B UCIHAH corpymauku Ormepatopa o0053aHBI OO0ECIEUUTh OTCYTCTBHE
BO3MOXXHOCTH npocmoTpa [1/1H TpeThbumu nmuiiamu ¢ MOHUTOpoB APM niu TepMuHanos.

[Tpu 3aBepmienun pabotel ¢ WCII[IH coTpyanuku o6s3anbl 3amututh APM wnm TepMuHanbl ¢
MOMOIIBIO0 OJIOKMPOBKH KJIFOUOM WIJIM SKBHBAJIECHTHOTO CPEICTBA KOHTPOJIA, HAPUMEDP, AOCTYIOM IO
MapoJIIo0, €CIIM HEe UCIIONIBb3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3AIUTHI.

Cotpynauku OnepaTopa TOJDKHBI OBITH TPOMH(POPMHUPOBAHBI 00 Yrpo3ax HapyMIEHHUs peKuMa
6e3omacHoct [I/lH U OTBEeTCTBEHHOCTH 3a ero HapymeHue. OHU JODKHBI OBITh O3HAKOMIICHBHI C
YTBEPKACHHON (hOpManbHOM POl ypOoil HaloKEHUS AUCHUILTMHAPHBIX B3bICKAHUN HA COTPYIHUKOB,
KOTOpbIe HApYIIWIN IPUHATHIE TIOJIUTUKY U Tpolietypsl 6e3omnacHocTH [1/1H.

CotpynHuku o00s3aHBI  0€3 TpPOMEIEHUsT Cc0o00marh 000 BceX HAOMIOIaeMbIX HIIH
MOIO3pUTENBHBIX ciydasx padotel UCIIIH, Morymux moBieds 3a coboit yrpossl 6e3omnacHoctu [1/1H,
a TaKke O BBIBICHHBIX HMH COOBITHSX, 3aTparuBaroiiux Oe3omacHocTh [I/IH, pykoBOACTBY
MOJIpa3/iesieHus M JIUILy, OTBEYalolleMy 3a HEMEJJIEHHOE pearupoBaHHE Ha Yrpo3bl O€30MacHOCTH
[1/1H.

7. OTBETCTBEHHOCTHh COTPYAHHKOB

B cootBeTcTBUM co cT. 24 @PenepanbHoro 3akoHa Poccuiickoit @enepauuu ot 27 urons 2006 r.
No 152-03 «O mnepcoHaNbHBIX JAHHBIX» JIMIA, BUHOBHBIE B HApyIICHHWH TpPeOOBaHHWI TaHHOTO
@enepalbHOTO 3aKOHA, HECYT IPakKJAaHCKY0, YTOJOBHYIO, aJIMUHUCTPATUBHYIO, JUCLHMILUIMHAPHYIO U
MHYIO [IPEAYCMOTPEHHYIO 3aKOHOIAaTEIbCTBOM Poccuiickoit deaepaniy OTBETCTBEHHOCTbD.
JlelicTBytoliee 3aKOHONATENHCTBO P® TO3BONSET NPEABABIATH TPeOOBaHHS 1O O0OECTICYCHUIO
Oe3omacHOil paboThl ¢ 3amuIIaeMoil MHpopManued M IperycMaTpuBaeT OTBETCTBEHHOCTh 3a
HapylIEHUE YCTAHOBJICHHBIX MpaBWi 3KcIutyatauun OBM u cucTeM, HENpaBOMEPHBIM IOCTYI K
uHbOpMallUK, €CIH 3T JEUCTBUS MPHUBEIM K YHHYTOXKEHHUIO, OJOKHPOBAHUIO, MOAM(DHUKAIIIN
uH(bOpMalMy WK HapyleHuto padotel DBM unu ceteit (ctatbu 272,273 u 274 YK POD).
AnmuancTpaTopsl 6e3omnacHocTH MICIT/IH HECyT OTBETCTBEHHOCTD 3a BCE JICHCTBHUS, COBEPIICHHBIE OT
UMEHU WX YUYETHBIX 3aluCell WM CHCTEMHBIX YYETHBIX 3amuceil, ecnu He Joka3aH (akT
HECAaHKIMOHUPOBAHHOI'O MCMOJIb30BAHUS YUETHBIX 3aHUCEH.



[Ipu nHapymenusx corpyanukamu Omeparopa - mnoab3oBateneid MCIIJIH npaBui, CBS3aHHBIX C
6esomacHocThio  IIJI[H, OHM  HeCyT  OTBETCTBEHHOCTb, YCTAHOBJICHHYIO  JICHCTBYIOIIMM
3aKkoHoJaTesbeTBOM Poccniickont denepanyu.



